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Cyberlaw

At Sladen Legal, we believe cyberlaw is empowering. Cyberlaw regulates people, information 
and information systems at a national and international level, it not only covers cyberspace but 
includes elements of other areas of law. 

We want to help you maximise your business opportunities while managing your risk. Our services are 
uniquely differentiated, and we have specific experience in Tier-1 enterprise environments, working in 
collaboration with information security, risk, compliance, and your in-house legal counsel.

Our cyberlaw clients come from the full range of industries in the public and private sectors. From 
start-ups through to large businesses, we service any organisation that uses information systems. 
 
Back to basics 
As we help you navigate the changing technological landscape, Sladen Legal starts by going back to 
basics... What is the law? 
 
Businesses are constantly working to keep up to date with technological advancements to ensure they 
are working effectively and efficiently. It’s a constant cycle that also involves keeping up to date with 
changing laws and compliance obligations.

At Sladen Legal, we don’t start with the technologies, we start with the law. We begin by advising you 
on the legal and regulatory issues specific to your business operations,

Knowledge of all aspects of your legal requirements, from local government to international regulation 
and industry specific rules and codes, is vital. We know every business is different, and we know when 
you’re obligated to comply and when you just need to be aware of your position.

The technological advancements and growth of global networks mean that Australia is no longer an 
island. In practice knowledge is one thing. Having the wisdom to know what to do with that knowledge 
is another. At Sladen Legal, we ensure that once you understand your obligations, you also have the 
tools to ensure those obligations are met.

Beyond the law 
Sladen Legal offers you a major point of difference: Our lawyers are not just lawyers. They hold a range 
of cyber security qualifications and have hands-on IT experience. It means Sladen Legal knows where 
the law applies, how it applies and what the consequences for your operations may be.

In practice

Knowledge is one thing. Having the wisdom to know what to do with that knowledge is another. At 
Sladen Legal, we ensure that once you understand your obligations, you also have the tools to ensure 
those obligations are met. 

If you would like assistance 
with any cyberlaw related 

issues, please contact:

Helaine Leggat 
03 9611 0 150 

hleggat@sladen.com.au
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Sladen Legal cyberlaw method

 • Business position  
We identify business processes, risk 
management, data and assets and applicable 
laws relevant and specific to your way of 
working. 

 • Information assets 
These are your greatest assets and your 
greatest risk. We assist you to navigate their 
identification, management and protection. 

 • Application of laws 
We identify and apply the laws relevant to 
your business.

 • Risk management 
Internal and external risks are very different. 
How you want to manage them versus how 
you can manage them are also very different. 
We help you navigate the world of risk within 
and outside your business. 

 • Policy and process 
We work with your current position to 
develop, draft and review legal policies, 
procedures, baselines and guidelines.

 • Board relationships 
We assist you with your management of 
internal and external management groups and 
committees. 

 • Education  
We assist with essential education for the 
board and your business.

 • In practice 
Finally, we put it all together and tailor a 
solution to meet your decision-making, 
implementation and management 
requirements.

Cyberlaw by Sladen Legal

 • Cyberlaw 
Create an effective cyber strategy within a 
defined legal and policy framework to address 
cyber threats.

 • Cybersecurity 
Technology and business solutions 
determined with legal process and business 
objectives in mind that produce a secure, 
efficient and robust security posture.

 • Information law 
Development of an ICT legal strategy to 
provide a clear framework implementing ICT 
legal compliance and risk management.

 • Information security 
Understanding information security risks 
and information management processes, 
and applying these to build a compliance 
framework.

 • Privacy 
Creation of a privacy strategy encompassing a 
clear framework for implementing information 
privacy compliance and risk management.

 • Surveillance 
Build an understanding of how the law applies 
to monitoring technologies used within your 
business to observe internal and external 
users.

 • Data governance, risk and compliance 
Manage the necessary components to ensure 
information is handled appropriately.

 • Cyber policy 
Assist technologically advanced private 
entities to understand legal risks when 
defending assets in cyberspace.

 • Frameworks 
Working with Australian and international 
standards and frameworks to limit liability.

 • LegalTech 
Navigating the world of new and emerging 
technologies and the applicable law. 

Sladen Legal 
Level 5, 707 Collins Street 

Melbourne 3008 
Victoria Australia

PO Box 633  
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T +61 3 9620 9399 
F +61 3 9620 9288

sladen.com.au

Law, Standards and the Reasonable Person 
The Reasonable Person Test: would a hypothetical, reasonable person in the shoes of the ‘accused’ 
have acted in the same way in the same circumstances. Liability ensues if his/her actions fall short.

 • Due diligence is the act of investigating and understanding the risks an entity faces.
 • Due care is the act of developing and implementing ‘solutions’ that address the issues identified 

during the due diligence process.
 • ‘Solutions’ are invariably provided through accreditation with a standard, or assisted by the partial 

adoption of a standard.
 • Due diligence and due care play a part in determining legal liability – even where there is no law 

with which to comply.
 • Directors and officers can be legally charged with negligence and held accountable for any 

ramifications of that negligence.
 • Three factors contribute to the determination of liability:

 • a legally recognised obligation;
 • failure to conform to the required standard; and 
 • proximate causation resulting in injury, damage or loss.

Cyberlaw 
Information  
for Boards

Information  
sheet

 02


