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Cyberlaw  
Data Leakage Prevention

Cyberlaw

Every day, organisations process vast amounts of data. This can be sensitive, personal, customer-
related, internal/external confidential information, or intellectual property. This valuable and 
sensitive data can, be leaked to competitors and criminals through communications channels and 
other means or unscrupulous employees and contractors can re-direct information to external 
sources for their own advantage. 

The outcome of data leaks can be disastrous for organisations, including reputational harm, and 
financial and other loss.

Law makers, customers and shareholders demand that an organisation’s directors and officers meet 
their obligations regarding duties of due diligence (identifying risk) and care (responding to risks 
identified) when assessing and managing the risk of data leaks. These risks are increased by regulatory 
demands for data breach notification.

An organisation with a reasonably small network secured by perimeter defences will, at best, find it 
difficult to secure valuable and sensitive data. At worst, the task will be vastly complicated, given that 
the concept of the network perimeter is disappearing as organisations move to ‘cloud’ technologies 
and outsourcing services. That’s without considering the sheer volume, velocity and variety of the big 
data phenomenon.

Data Leakage Prevention (DLP) 
DLP is a strategy for ensuring end users do not send sensitive or critical information outside the 
corporate network. Business rules are applied to DLP software to classify and protect confidential and 
critical information so that accidental or malicious distribution of internal information does not put an 
organisation at risk. 

DLP deployment involves the surveillance and monitoring of internal (and external) users through 
various technological means, including telecommunications and data surveillance. Surveillance 
impacts directly upon privacy. In Australia, privacy is regulated largely under the Privacy Act 1988 (Cth) 
and the Notifiable Data Breach Scheme, which came into effect on 22 February 2017.

Tensions arise between Data Leakage Prevention (DLP) technologies, which management must use to 
secure their operations and meet corporate duties, and the people within an organisation who have 
rights to, or expectations of, privacy while at work or involved in business processes. 

Several different kinds of laws – telecommunications, data and privacy – regulate these three aspects 
in the tension. Directors and officers must ensure they know what to do or they could be liable for non-
compliance, incur sanctions, and/or subject themselves and their organisations to various liabilities.

If you would like assistance 
with any cyberlaw related 

issues, please contact:

Helaine Leggat 
03 9611 0 150 

hleggat@sladen.com.au
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Clarifying cyberlaw 
The legal framework governing the sensitive 
relationship between privacy and surveillance is 
little understood. Furthermore, legal obligations 
regarding privacy and surveillance are seldom 
seen in relation to consumer and other law.

Business and IT personnel lack the skills required 
to identify and apply law to the deployment of 
DLP. Similarly, IT consultants or auditors should 
not attempt to apply this complex area of law. It 
is first and foremost a legal function.

“Cyber” (“information”, “electronic”, “TMT”) law 
concerns the body of law regulating everything 
to do with “cyberspace”, which covers the global 
digital information environment and consists of 
interdependent networks of information systems 
and infrastructures, including the internet, 
telecommunications networks, computer 
systems, and embedded processors and 
controllers.

DLP also exists within this domain. It is 
necessary, therefore, to apply cyberlaw to the 
technological and physical facts of DLP because 
information travels across organisational 
architectures, and up and down the protocol 
stack.

Cyberlaw was introduced into Australian national 
law in 1999 by the Electronic Transactions 
Act 1999 (Cth) (followed by various State and 
Territory equivalents). This resulted in the legal 
recognition of electronic forms of conducting 
business using electronic transactions and 
communications. Because electronic law is 
overarching and interpretive in nature, it applies 
to a multitude of other Australian laws, which 
broadly fall into two categories:

 • Laws pertaining strictly to cyber-related 
issues, e.g. Privacy Act 1988, Freedom of 
Information Act 1982, Telecommunications 
(Interception and Access) Act 1979 (all Cth), 
and equivalent State laws e.g. Surveillance 
Devices Act 1999 (VIC), Surveillance Devices 
Act 2007 (NSW), and the Privacy and Data 
Protection Act 2014 (VIC); and  

 • Laws that do not pertain strictly to cyber-
related issues, but have cyber-specific 
provisions, e.g. Corporations Act 2001 (Cth), 
Fair Work Act 2009 (Cth).

 
DLP is used to detect and prevent ex-filtration 
by monitoring data in the following states, all of 
which have numerous laws applicable to them:

 •  Data at Rest: data in storage.
 •  Data in Use: data being accessed by the “end-

point”.
 • Data in Motion: data transmitted over a 

network (in transit).
Deep content analysis or techniques used to 
understand information include “described 
data” like credit card numbers that begin with a 
certain number, or “registered data” held within 
a DLP policy system as “data of interest”, like 
specific documents or databases. Numerous 
laws also apply to these different information 
classifications.

Problem of “privacy”

“Privacy” is a misleading term in cyberspace 
and in Australian privacy law. That’s because 
the issue at stake is personal information, 
not privacy in the traditional sense. “Privacy”, 
in the traditional sense of the right to be left 
alone, does have a part to play in DLP, but it is 
telecommunications law, not privacy law that 
regulates this aspect of privacy. Specifically, this 
pertains to ‘live’ communications where data is 
travelling over telecommunication networks on 
circuit-switched networks.

Because surveillance is a law enforcement 
function, the Telecommunications Act 1997 
and Telecommunications (Interception and 
Access) Act 1979 (Cth) have stringent provisions 
to regulate it. Commonwealth and State data 
surveillance laws, such as the Surveillance 
Devices Act 1999 (Cth), Surveillance Devices 
Act 1999 (Vic), Surveillance Devices Act 2007 
(NSW), as a general rule prohibit the use of data 
surveillance devices on data networks using 
Internet Protocol communication networks. 

There are stringent penalties for non-compliance 
when deploying “data”, “listening”, “optical”, 
“tracking” and other surveillance devices on 
both telecommunications and data networks, 
and DLP falls within these definitions.

Ask Sladen

DLP functions fall within the ambit of numerous 
laws, and one of the biggest mistakes an 
organisation can make is relying solely on 
security teams to implement a DLP data 
protection program. 

Sladen Legal cyberlawyers have the knowledge 
and experience to advise you on how to best 
deploy essential DLP technologies. Our services 
are technology neutral. We work with your 
preferred DLP provider to ensure you gain a 
technically and legally robust solution.

Sladen Legal 
Level 5, 707 Collins Street 

Melbourne 3008 
Victoria Australia

PO Box 633  
Collins Street West  

Victoria 8007

T +61 3 9620 9399 
F +61 3 9620 9288

sladen.com.au
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