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The road to success 
and the road to failure 
are almost exactly the 
same.
Colin R. Davis



What is a cyberlaw legal 
audit? 
A process which establishes the cyberlaws (those that impact information 
and information systems) that a business must comply with, and assists 
you comply with them and manage related risk  

Australia’s federal system of government makes 
for a complex regulatory environment. We have 
a ‘patchwork’ of laws, regulations and other 
legislative instruments that apply in various 
jurisdictions across similar and different subject 
matter. 

If you want to maximise a sustainable 
competitive advantage from your use of cyber 
technologies while managing legal and other 
risks, your business needs a clear understanding 
of the regulatory landscape. This includes what 
laws apply to your business, and how they relate 
to your business processes and technology use. 

Sladen Legal’s Cyberlaw Compliance 
Framework and Risk Management 
Methodology 

We use the Sladen Legal Cyberlaw Compliance 
Framework and Risk Management Methodology 
to assist you to identify the general and industry 
sector-specific legislation applicable to your 
business. The first stage of the process is to 
undertake a cyberlaw analysis within your 
‘regulatory universe’ that identifies your optimal 
compliance and risk posture.

Cyberlaw Legal Audit and GAP Analysis – Your 
Business

Our Cyberlaw Legal Audit uses a face-to-face 
dicussion process with your key personnel that 
allows us to discover your organisation’s current 
state of cyber compliance and risk. 

The collected information is analysed, 
researched and incorporated into a report, 
documenting the current state of your 
organisation’s compliance with cyberlaw, 
international standards and best practice. The 
content of the report and the areas of business 
analysed include: 

•  corporate governance;

•  information management and governance;

•  record keeping;

•  interception and surveillance;

•  intellectual property;

•  information security;

•  privacy;

•  electronic communications and transactions; 

•  marketing; and

•  Freedom of Information and special 
requirements for the public sector.

The report identifies the cyberlaw and business 
risks arising from your current practices, and 
makes recommendations to management to 
address the risks identified.

ICT Legal Audit and GAP Analysis Findings

The following diagram illustrates how we 
benchmark your position against industry norms, 
and map improvements to your risk appetite, 
budget and maturity.



Compliance ICT Gap Analysis 
Rating

0% - 20 % 
Critical Risk

21% - 40% 
High Risk

41% - 60% 
Medium Risk

61 % - 80% 
Low Risk

81% - 100% 
Minimal Risk

Unaware. 
Significant legal, 
business & 
reputational risk.

Partly aware. Not 
begun to address 
the issue.  
High degree of 
legal, business & 
reputational risk.

Aware. 
Taken early steps 
to address the 
issue.  
No meaningful 
documentation, 
implementation 
or monitoring

Aware. 
Taken 
considerable 
steps to 
document & 
implement 
solutions. No 
monitoring.

Knowledgeable. 
Identified all risks. 
Comprehensively 
documented, 
implemented and 
monitored.
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The diagram below illustrates how we assess your position on a capability maturity model, which 
allows you to improve your situation one step at a time

Cyberlaw Compliance and Risk Management Action Plans (Roadmaps to Compliance)

Sladen Legal cyberlawyers work with you to form an action plan based on the GAP analysis report 
findings. The plan is your ‘roadmap’ to compliance; it directs next steps, from implementation of the 
recommendations through to the ongoing assessment and review required to maintain compliance. 



MANDATORY COMPLIANCE WITH LAW 

1. Identify your “Regulatory Universe” – general and 
sector-specific laws you must comply with (tax, 
corporations, consumer, employment etc.).

2. From the Regulatory Universe, identify ICT-specific 
laws (privacy, telecommunications, data etc.).

3.  From Regulatory  Universe, Identify non-ICT-
specific laws that the ICT provisions (corporations, 
employment, etc.).

4.  Now you know what you must comply with.

5.  Proceed to the discretionary considerations to 
assist in achieving compliance with law and to 
provide evidence of compliance.

These steps must be undertaken at a State & Federal 
level in Australia and Internationally for global 
operations.

These steps must include mandatory requirements of 
regulators (APRA, ASIC etc.) 

DISCRETIONARY CONSIDERATION OF STANDARDS 
CODES & FRAMEWORKS

1. Standards Privacy

 • Security 

 • Governance 

 • Risk

 • Records

 • Evidence etc.

2. Codes (some are mandatory, some voluntary)

 • Corporate governance 

 • Industry specific codes (ABA, ASIC,     
       Consumer etc.)

3. Frameworks 

 • COBIT

 • ITIL etc.

 • NIST

 • Zachman

Regulatory Universe Framework
Mandatory, discretionary, evidentiary – Demonstrate compliance and manage risk

Sladen Legal assists clients to turn the theory of law into everyday 
operational activity. We do this by demonstrating compliance with law 
and maximising business opportunities through adopting Australian and 
international standards, frameworks and best practice methodologies. The 
diagram below illustrates how we do this with cyberlaw.

This approach achieves a big picture risk and compliance outcome. 

Standards, Frameworks and 
Best Practice 



Services

Sladen Legal offers uniquley different legal services and flexible engagement models. 

Please contact Helaine Leggat if you wish to discuss how we can help you comply with cyberlaw and 
manage related risk. 
T: 03 9611 0150 
E: hleggat@sladen.com.au

Why do standards matter?
Standards matter because a failure to understand them will mean that you 
can be held legally liable (even personally) for your acts or omissions.

• A legally recognised obligation;

• Failure to conform to a required 
standard; and

• Proximate causation resulting in 
injury, damage or loss.

Law, Standards & the reasonable person 
test (must comply, may need to comply & 
negligence)

• Due diligence is the act of investigating and 
understanding the risk that the entity faces.

• Due care is the act of developing and 
implementing ‘solutions’ that address the 
issues identified during the due diligence 
process.

• ‘Solutions’ are invariably provided through 
accreditation with a standard or assisted by 
the partial adoption of a standard.

• Due diligence and due care play a part in 
determining legal liability - even where there is 
no law to comply with.

• Directors can be legally charged with 
negligence and held accountable for any 
ramifications of that negigence.

3 factors contribute to the determination of 
liability:

The reasonable person test is an enquiry into 
whether a hypothetical, reasonable person  in the 
shoes of the ‘accused’ would have acted in the same 
way in the same circumstances. Liability ensues if 
their actions fall short. 
 
The Sladen Legal Difference

Our proprietary methodology is built on multi-
disciplinary expertise gained over more than two 
decades, and our hands-on collaboration with you.



The only time 
you should ever 
look back, is 
to see how far 
you’ve come
— Kevin Hart



Here to make a difference

 
Sladen Legal 

Level 5, 707 Collins Street 
Melbourne 3008 

Victoria Australia

DX 30970  
Stock Exchange

PO Box 633  
Collins Street West  

Victoria 8007

T +61 3 9620 9399 
F +61 3 9620 9288

sladen.com.au

Our Service Areas

Business law

Cyberlaw

Disputes Resolution & Litigation

Employment Law

Federal taxes

Intellectual property

Mergers and acquisitions

Personal succession

Property and development 

Startups

State taxes

Superannuation

Trust law

At Sladen Legal, we offer a fresh 
approach – an approach that 
embodies the passion, dedication 
and entrepreneurial spirit that we 
share with you, our client.

For a more detailed overview of  
our cyberlaw expertise or any 
of our key service areas, please 
contact us on 03 9620 9399.


