
Introduction
The extraordinary journey of bitcoin, a 
digital currency or “cryptocurrency”, has 
been unprecedented. The numerous media 
stories surrounding hobbyist investors 
triumphing from the dramatic fluctuations 
in the price of bitcoin are entertaining, 
almost unbelievable and often extreme. 
For example, the story of erik Finman. At 
12 years old, he used a €1,000 gift from his 
grandmother to buy bitcoin at €10 each. 
Before 18 years of age, as a result of his 
bitcoin investments, he was a millionaire.1

Bitcoin was once considered a fad, an 
unverified idea and a tech gimmick. 
However, while still facing many critics, 
it has now cemented itself in a position 
that has garnered respect, with many 
new businesses now established to 
provide services solely for cryptocurrency 
investment, exchange, and related 
education and advisory services. More 
importantly, there has been an injection of 
funds into the currency from investors. With 
an estimated 1,600 forms of cryptocurrency 
now in existence, the concept of this 
new type of currency and the ability of 
it to be traded and to generate returns 
on investment presents opportunities for 
investors and investment structures. 

All that glitters is not always gold however. 
There is a great deal of uncertainty 
remaining around cryptocurrency due 
to the limited ability to prove ownership, 
security risks associated with holdings and 
the volatility in value of the currencies. 

For trust law, exactly what does 
cryptocurrency and changing technology 
mean for trustees, as managers of assets 
and investments for their beneficiaries? 
From the inability to identify cryptocurrency 
holdings to the security of their storage, 
there are many new challenges for trustees 
investing in this area. Additionally, while 

the Commissioner of Taxation continues 
to grapple with the appropriate taxation 
treatment of income, gains and losses 
associated with cryptocurrency, how can 
trustees render appropriate and accurate 
accounts for beneficiaries?

Fiduciary duties 
Trusts are widely used both in modern day 
business and for personal use due to the 
efficient structures they provide for asset 
protection and tax minimisation. Trustees 
are empowered with the responsibility of 
administering such trusts in accordance 
with the trust deed, statutory powers in 
their relevant jurisdiction and fiduciary 
obligations. 

While flexible trust deeds can provide the 
trustee with uncontrolled and unfettered 
discretion in making decisions on 
investments, such discretions are subject 
to fiduciary obligations. In this article, 
the author will focus on these fiduciary 
obligations as opposed to powers expressed 
in the trust deed or statutory powers. 

Fiduciary obligations broadly require 
trustees to act in good faith for the benefit 
of the beneficiaries of the trust. Millet LJ 
said in Bristol and West Building Society v 
Mothew:2

“A fiduciary is someone who has undertaken to act 
for or on behalf of another in a particular matter in 
circumstances which give rise to a relation of trust 
and confidence. The distinguishing obligation of a 
fiduciary is the obligation of loyalty. The principal 
is entitled to the single-minded loyalty of his 
fiduciary.”

The exact fiduciary duties of a trustee 
are numerous and have been scrutinised 
frequently in Australian courts. It is beyond 
the scope of this article to provide a 
comprehensive list of them all. However, 
in the context of the changing landscape 
for trustees that cryptocurrency is creating, 

the author will focus on the following three 
fiduciary duties: 

 � the duty to take appropriate action to 
protect the trust’s assets; 

 � the duty to invest trust assets; and 

 � the duty to prepare and render accurate 
accounts of the trust’s assets. 

each of these is discussed in more detail 
below. 

Duty to protect trust’s assets 
Trustees have a fiduciary duty to protect 
the trust’s assets. This includes holding 
sufficient evidence to identify the 
ownership of the fund assets. 

In the bitcoin white paper,3 Satoshi 
Nakamoto,4 while proposing a new banking 
model that involved transactions undertaken 
in public, acknowledged the need for 
privacy of the individuals behind each 
transaction. Traditional banking models offer 
privacy by limiting access to transactions 
and identities to those parties involved 
only. However, the cryptocurrency banking 
model breaks up information of transactions 
into various places. The type of privacy 
in cryptocurrency transactions is akin to 
trades on the stock markets. each trade can 
be seen by the public, but the party behind 
the transaction is not identifiable. 

To enable the privacy of identity, 
cryptocurrency holdings are coded with 
private keys. Private keys allow users to 
control their cryptocurrency. Users can 
store private keys inside wallets which 
provide additional protection. Wallets can 
be online or offline. each cryptocurrency 
transaction, verified by other computers in 
a process called mining, is added to their 
relevant currency’s blockchain, a type of 
digital ledger which keeps a record of all 
transactions but, as stated above, does not 
note the exact identity of the owner. 
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The nature of cryptocurrency transactions 
raises various challenges for trustees 
who are required to protect trust assets. 
Trustees must firstly carefully assess where 
to keep their private keys, specifically 
whether this is in an online or offline wallet. 
Online wallets provide an extra code or 
password to protect the key. Offline wallets 
can be storage devices or simply pieces 
of paper. The idea of offline wallets is that 
they cannot be hacked, whereas some 
online wallets have in the past been subject 
to hacking, which has been disastrous for 
many cryptocurrency holders.

In early 2018, Coincheck Inc, an online 
wallet and exchange platform, was 
hacked. The hackers stole an estimated 
AU$650m of cryptocurrency.5 The case 
highlighted the vulnerability of online 
wallets and demonstrates how the storage 
of cryptocurrency can pose a significant 
threat to a trustee’s fiduciary obligation to 
protect trust assets.

In addition to storage of the assets in a 
secure wallet, trustees must determine 
how to share the storage details with other 
parties. Should a trustee be an individual 
person, or a company directed by an 
individual, and that individual passes 
away, there must be an individual able 
to access the private key details in their 
absence. Without this information, the 
cryptocurrency cannot be accessed. 

This succession planning, however, needs 
to be balanced with the protection of the 
asset while the trustee is present. The 
private key is the only way to access a 
cryptocurrency holding, but it does not 
identify the owner personally. Therefore, 
if the details fall into the wrong hands, 
the trust’s cryptocurrency assets can be 
taken and there is limited recourse for the 
trustee. With no centralised authority able 
to recover your assets nor a legal identity 
attached to the currency, if lost, they may 
stay lost. For now, at least. 

With changing technology, this may 
in the future be altered. While holders 
of cryptocurrency cannot currently be 
identified, future technology may change 
this. As a result, trustees who have lost 
cryptocurrency holdings or had holdings 
stolen may be challenged later down 
the track to recover these assets when 
the technology to identify the location 
of the cryptocurrency or the thief may be 
determined. The time limit associated with 
this will continue for an undefined period. 

In Breakwell v FCT,6 the Federal Court 
confirmed that there is no limitation period 

to claims against a trustee, or through a 
trustee, to recover trust property. Trustees 
should therefore be mindful that the duty 
to protect trust cryptocurrency assets will 
likely continue to exist even where they are 
lost or stolen. 

Duty to invest trust assets 
Legislative provisions in each Australian 
jurisdiction confer a general power of 
investment on a trustee.7 The trustee may, 
unless expressly prohibited by the trust 
deed, invest trust funds in any form of 
investment and vary the investment at any 
time. Where trustees choose to exercise 
this power and invest in cryptocurrency, 
careful consideration should be given to 
fiduciary obligations to invest with skill, 
care and diligence. 

Many online exchanges for cryptocurrency 
advertise that they are simple, and no 
knowledge of cryptocurrency is required to 
start investing. However, the fiduciary duty 
placed on trustees to act with skill, care 
and diligence is that of a prudent person, 
unless their profession or employment 
would indicate they should be held to a 
higher standard. Prudent persons would, 
in all investments, educate themselves 
to a degree on the investment they are 
intending to engage in. 

A starting base for trustees should be 
to familiarise themselves with, or seek 
professional advice on, cryptocurrency, 
cryptography and the wider application of 
blockchain technology. Trustees may also 
need to follow information on the relevant 
cryptocurrency they are investing in with 
a keen eye. 

In late 2017, bitcoin saw a dramatic 
increase in value. The value then took a 
sudden decline in early 2018. The exact 
reasons behind this dramatic change in 
value is still unclear. As cryptocurrencies 
have no intrinsic value, their value can 
change according to speculation. Unlike 
stocks on the exchange, there are generally 
no internal or external factors which 
indicate the trend at which a currency 
may grow or decline. Further, there is no 
centralised entity controlling the supply of 
the cryptocurrencies. 

The variations in value can therefore be 
dramatic and difficult to follow unless the 
trustee has appropriate knowledge or seeks 
appropriate advice. But to what extent can 
trustees gain the appropriate skill, take 
appropriate care and be appropriately 
diligent when the world of cryptocurrency is 
so complex and ever changing? The specific 

level of skill, care and diligence in this area 
is yet to be tested in Australian law. 

Duty to account 
While the duty to keep and render accounts 
does not provide all beneficiaries with 
access to such accounts, the requirement 
nevertheless imposes a strict obligation on 
trustees to maintain accurate accounts and 
produce them when required. 

The failure by a trustee to do so is a breach 
of trust, as confirmed in Re Flavelle.8 In 
Hancock v Rinehart,9 Brereton J noted that 
a trustee has a “fundamental obligation … 
to keep and render to the beneficiaries a 
full and candid record of their stewardship, 
including all appropriate financial 
accounts”.10 

In the case of cryptocurrency, the 
complexity of account and record-keeping 
is complex. Many online trading platforms 
do not record transactions, and it therefore 
falls to the holders of the currency to keep 
track of transactions and relevant holdings. 

Additionally, the trustee must also 
appropriately account for each taxing event 
and note the appropriate taxation treatment. 
The question then arises: how do you advise 
of the appropriate taxation treatment when 
the law in the area is uncertain? 

In TD 2014/26, the Commissioner explained 
his view on cryptocurrency and stated that it 
is neither money nor a foreign or Australian 
currency, but rather, it is “property” and 
therefore a CGT asset. The disposal of 
cryptocurrency will give rise to a CGT 
event under the Income Tax Assessment 
Act 1997 (Cth). examples of disposals 
include the sale, trade or exchange of the 
cryptocurrencies for other cryptocurrencies, 
services or products and the conversion of 
the cryptocurrency to fiat currencies, such 
as Australian or United States dollars.

Where taxpayers fall within the realms 
of CGT, consideration should be given 
to a number of concessions that may 
be available to reduce any CGT liability, 
such as where the asset has been held 
for 12 months. To date, there has been no 
case law challenging the application of 
such concessions on cryptocurrency, and 
therefore there is little guidance as to the 
traps trustees should avoid. 

Capital gains tax is not where all disposals 
of cryptocurrency fall. Where profits are 
deemed to have a revenue nature, the 
revenue rules contained in the tax legislation 
will take precedence. This may arise where 
the Commissioner, based on a number of 
factors outlined in taxation law, deems the 
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investor to be holding the assets as trading 
stock. Further, the revenue rules may also 
be triggered in relation to one individual sale 
where that sale has a commercial nature. 
Again, the Commissioner will consider a 
number of factors to determine this. This 
will include looking at how and why the 
cryptocurrency was acquired, the length it 
was held, any changes in use or intention 
and motivations for sale.

The significant variances in liabilities which 
can arise as a result of these different tax 
treatments should be a warning for trustees. 
In many circumstances, it may be prudent 
to seek a private binding ruling from the 
Commissioner, or at least establish a 
reasonably arguable position in relation to 
how to treat the disposal for tax purposes.

Conclusion 
When the Chancery Court was developing 
laws to protect the equitable interests of 
individuals in property, no one would have 
conceived that such property would one 
day involve a digital currency. However, 
with evolving technology, this is now a 
reality for trustees. Trustees must ensure 
they exercise care, skill and diligence in 
approaching this new type of asset. As 
wide as some trust deeds may permit 
the actions of trustees, the overarching 
fiduciary principles will continue, even in 
this new technological age, to apply to, and 
hold accountable, trustees. 

Laura Spencer
Associate 
Sladen Legal 
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